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�Three may keep a se
ret, if two of them are dead.�

Benjamin Franklin (1706 - 1790)
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�Three may keep a se
ret, if two of them are dead.�

Benjamin Franklin (1706 - 1790)

�Three may keep a se
ret, if they know some maths.�

Matt Roughan, 2012
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Se
rets

Se
rets are a part of life

Credit 
ard numbers

Corporate strategies

KFC's se
ret spi
es

Se
rets are not bad

Do you want some random guy on the Internet to

know your 
redit 
ard details and PIN?

Do you want a burglar to know that you keep lots

of 
ash in your house?

Do you want your government (in a repressive

regime) to know you are a protestor?

If you are a poli
eman, do you want the Ma�a to

know where you live?
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How to Share a Se
ret

Se
rets need to be shared

Credit 
ard numbers (when you make a pur
hase)

Military se
rets (when to atta
k)

What's needed

Se
re
y (Duh!)

no-one else 
an read the se
ret

Shouldn't be (too) hard to do

Sometimes we don't even want anyone else to

know there was a se
ret

Sometimes even the parti
ipants shouldn't know

the (whole) se
ret

nu
lear laun
h 
odes
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Methods for sharing se
rets

monoalphabetic

block
polyalphabetic

homophonic

secret sharing

steganography passwords

physical security

calculated secrets

key distribution

shared computation

data−mining
auctions

voting

cryptography

transposition

substitution

anonymization

signatures
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Steganography

or How to Hide a Se
ret

Steganos + graphy = Covered + Writing
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Steganography

The German Embassy in Washington, DC, sent these

messages in telegrams to their headquarters in Berlin

during World War I (Kahn, 1996).

PRESIDENT’ S EMBARGO RULING SHOULD HAVE

IMMEDIATE NOTICE . GRAVE SITUATION AFFECTING

INTERNATIONAL LAW . STATEMENT FORESHADOWS

RUIN OF MANY NEUTRALS. YELLOW JOURNALS

UNIFYING NATIONAL EXCITEMENT IMMENSELY .

APPARENTLY NEUTRAL’ S PROTEST IS THOROUGHLY

DISCOUNTED AND IGNORED. ISMAN HARD HIT.
BLOCKADE ISSUE AFFECTS PRETEXT FOR EMBARGO

ON BYPRODUCTS, EJECTING SUETS AND

VEGETABLE OILS.

How to Share a Secret – p.7/40



Steganography

Reading the �rst 
hara
ter of every word in the �rst

message or the se
ond 
hara
ter of every word in the

se
ond message.

PRESIDENT’ S EMBARGO RULING SHOULD HAVE

IMMEDIATE NOTICE. GRAVE SITUATION AFFECTING

INTERNATIONAL LAW. STATEMENT FORESHADOWS

RUIN OF MANY NEUTRALS. YELLOW JOURNALS

UNIFYING NATIONAL EXCITEMENT IMMENSELY.

APPARENTLY NEUTRAL’ S PROTEST IS THOROUGHLY

DISCOUNTED AND IGNORED. ISMAN H ARD HIT.
BLOCKADE ISSUE AFFECTS PRETEXT FOR EMBARGO

ON BYPRODUCTS, EJECTING SUETS AND

VEGETABLE OILS.
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Steganography

Reading the �rst 
hara
ter of every word in the �rst

message or the se
ond 
hara
ter of every word in the

se
ond message will yield the following hidden text:

PERSHING SAILS FROM N.Y. JUNE 1
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Steganography

Steganography: (
overed writing) The art and s
ien
e

of hiding information by embedding messages within

other, seemingly harmless messages.

has often been used to 
ode information in text

more re
ently, used to en
ode info. in other forms

of data, as digital watermarks

images

audio

invisible, but allows tra
eba
k of the sour
e of data
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Cryptography

or How to Send a Se
ret

Crypto + graphy = Hidden + Writing
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Cryptography

Cryptography is a 
riti
al part of modern life

not just for 007

banks use it all the time

se
ure web sites (look for https in the URL)

Take some data and en
rypt it using a key

if we know the key its easy to de
rypt

if we don't know the key, it is impossible

a
tually, we usually only require that it would be

very (very, very) unlikely that someone 
ould

translate it ba
k.
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Cryptography

Let me tell a very long story
Its a very interesting story,
of the details here because this 
of text to be used in an illustra
text will actually be too small to 

Eve tries to decrypt the message
    she doesn’t know the key
    but she does know the encryption method

Eve

Let me tell a very long story
Its a very interesting story,
of the details here because this 
of text to be used in an illustra
text will actually be too small to 

shared
key

Alice Bob

public channel

plaintext
message

plaintext
message

encrypt decrypt

cipher text
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Cryptography

Classi
al example far predates Da Vin
i

e.g. Caesar 
ipher (attributed to Julius Caesar)

text A B C D E F G H I J K L M N O P Q R S T U V W X Y Z


ipher X Y Z A B C D E F G H I J K L M N O P Q R S T U V W

For example: shift letters by 3 for

Friends, Romans, 
ountrymen, lend me your ears

Cofbkap, Oljykp, zlrkqoujbk, ibka jb ulro byop

Mu
h easier to en
rypt/de
rypt using a


rypto-wheel

The key is how far you shift the letters.

was still used until 1915 (at least)

how good is it?
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Cryptanalysis

Lets try to de
ode the Caesar 
ipher:

aol dvtiha rpssz wlvwsl pu adv dhfz: mpyza, aol hupths pz puklzaybjapisl. kpnnpun ovslz

pu aol ohyk hbzayhsphu jshf ibpskz tbzjslz aoha vbajshzz vsftwpj dlpnoa spmalyz. ha

upnoa, aolf vmalu dhukly aol yvhkz. zltp-ayhpslyz (yvhk ayhpuz) ohcl opa aolt ha opno

zwllk, dpao hss 9 dollsz vu vul zpkl, huk aopz tlylsf thrlz aolt clyf huuvflk. aolf lewylzz

aopz if zuvyapun, nshypun, huk dhsrpun hdhf. hshz, av zthssly jhyz, aol dvtiha iljvtlz h

zfttlaypjhs shbujopun whk, dpao ylzbsaz aoha jhu il pthnpulk, iba uva hklxbhalsf klzjypilk.

aol zljvuk dhf aol dvtiha rpssz wlvwsl ylshalz av paz ibyyvdpun ilohcpvby. pm h wlyzvu

ohwwluz av wba aolpy ohuk kvdu h dvtiha ovsl, aol dvtiha dpss mlls aol kpzabyihujl huk

aopur ”ov! tf ovsl pz jvsshwzpun!” ha dopjo pa dpss iyhjl paz tbzjslk slnz huk wbzo bw

hnhpuza aol yvvm vm paz ibyyvd dpao pujylkpisl mvyjl, av wylclua paz jvsshwzl. huf

bumvyabuhal ohuk dpss il jybzolk, huk haaltwaz av dpaokyhd dpss jhbzl aol dvtiha av

zptwsf ilhy kvdu ohykly. aol bumvyabuhal dpss aolu isllk av klhao aoyvbno aolpy jybzolk

ohuk hz aol dvtiha wylcluaz opt myvt zllrpun hzzpzahujl. aopz pz jvuzpklylk aol aopyk

tvza ltihyyhzzpun ruvdu dhf av kpl, huk hbzayhsphuz kvu’a ahsr hivba pa tbjo.
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Pra
ti
al Cryptanalysis

Hints:

Look at letter frequen
ies.

Look for 
ommon words.

Look for double letters.

Worst 
ase: try all 25 possible keys.
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Pra
ti
al Cryptanalysis

a b c d e f g h i j k l m n o p q r s t u v w x y z
0

0.05

0.1

common English letter frequencies

a b c d e f g h i j k l m n o p q r s t u v w x y z
0

0.05

0.1
cipher text letter frequencies
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Pra
ti
al Cryptanalysis

Possible 
ommon words:

aoldvtiha rpssz wlvwsl pu adv dhfz: mpyza,aolhupths pz puklzaybjapisl. kpnnpun ovslz

puaolohyk hbzayhsphu jshf ibpskz tbzjslz aoha vbajshzz vsftwpj dlpnoa spmalyz.ha

upnoa,aolf vmalu dhuklyaol yvhkz. zltp-ayhpslyz (yvhk ayhpuz) ohcl opaaolt ha opno

zwllk, dpao hss 9 dollsz vu vul zpkl, huk aopz tlylsf thrlzaolt clyf huuvflk. aolf lewylzz

aopz if zuvyapun, nshypun, huk dhsrpun hdhf. hshz, av zthssly jhyz, aol dvtiha iljvtlz h

zfttlaypjhs shbujopun whk, dpao ylzbsaz aoha jhu il pthnpulk, iba uva hklxbhalsf klzjypilk.

aol zljvuk dhf aoldvtiha rpssz wlvwsl ylshalz av paz ibyyvdpun ilohcpvby. pmh wlyzvu

ohwwluz av wbaaolpy ohuk kvduh dvtiha ovsl,aol dvtiha dpss mllsaol kpzabyihujl huk

aopur ”ov! tf ovsl pz jvsshwzpun!”ha dopjo pa dpss iyhjl paz tbzjslk slnz huk wbzo bw

hnhpuzaaol yvvm vm paz ibyyvd dpao pujylkpisl mvyjl, av wylclua paz jvsshwzl. huf

bumvyabuhal ohuk dpss il jybzolk, huk haaltwaz av dpaokyhd dpss jhbzlaol dvtiha av

zptwsf ilhy kvdu ohykly.aol bumvyabuhal dpssaolu isllk av klhao aoyvbnoaolpy jybzolk

ohuk hzaoldvtiha wylcluaz opt myvt zllrpun hzzpzahujl. aopz pz jvuzpklylk aolaopyk

tvza ltihyyhzzpun ruvdu dhf av kpl, huk hbzayhsphuz kvu’a ahsr hivba pa tbjo.
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Pra
ti
al Cryptanalysis

Possible 
ommon words:

aol = the

h = a

ha = at

On
e we suspe
t a few, we 
an probably guess the key,

but regardless, we 
ould substitute the known letters

ba
k into the text, and probably guess more words, e.g.,

aolpy

How to Share a Secret – p.19/40



Pra
ti
al Cryptanalysis

Double letters:

aol dvtiha rpssz wlvwsl pu adv dhfz: mpyza, aol hupths pz puklzaybjapisl. kpnnpun ovslz

pu aol ohyk hbzayhsphu jshf ibpskz tbzjslz aoha vbajshzz vsftwpj dlpnoa spmalyz. ha

upnoa, aolf vmalu dhukly aol yvhkz. zltp-ayhpslyz (yvhk ayhpuz) ohcl opa aolt ha opno

zwllk, dpao hss9 dollsz vu vul zpkl, huk aopz tlylsf thrlz aolt clyf huuvflk. aolf lewylzz

aopz if zuvyapun, nshypun, huk dhsrpun hdhf. hshz, av zthssly jhyz, aol dvtiha iljvtlz h

zfttlaypjhs shbujopun whk, dpao ylzbsaz aoha jhu il pthnpulk, iba uva hklxbhalsf klzjypilk.

aol zljvuk dhf aol dvtiha rpssz wlvwsl ylshalz av paz ibyyvdpun ilohcpvby. pm h wlyzvu

ohwwluz av wba aolpy ohuk kvdu h dvtiha ovsl, aol dvtiha dpssmlls aol kpzabyihujl huk

aopur ”ov! tf ovsl pz jvsshwzpun!” ha dopjo pa dpssiyhjl paz tbzjslk slnz huk wbzo bw

hnhpuza aol yvvm vm paz ibyyvd dpao pujylkpisl mvyjl, av wylclua paz jvsshwzl. huf

bumvyabuhal ohuk dpssil jybzolk, huk haaltwaz av dpaokyhd dpssjhbzl aol dvtiha av

zptwsf ilhy kvdu ohykly. aol bumvyabuhal dpssaolu isllk av klhao aoyvbno aolpy jybzolk

ohuk hz aol dvtiha wylcluaz opt myvt zll rpun hzzpzahujl. aopz pz jvuzpklylk aol aopyk

tvza ltihyyhzzpun ruvdu dhf av kpl, huk hbzayhsphuz kvu’a ahsr hivba pa tbjo.
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Pra
ti
al Cryptanalysis

Most 
ommon English double letters:

ss

ee

tt

ff

ll

mm

oo

Some tend to o

ur in the middle of words, and some

more often at the ends (e.g. ss).
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Pra
ti
al Cryptanalysis

De
rypted text: (key = 7) From Douglas Adams.

The wombat kills people in two ways: First, the animal is indestructible. Digging holes in

the hard Australian clay builds muscles that outclass Olympic weight lifters. At night, they

often wander the roads. Semi-trailers (Road Trains) have hit them at high speed, with all 9

wheels on one side, and this merely makes them very annoyed. They express this by

snorting, glaring, and walking away. Alas, to smaller cars,the wombat becomes a

symmetrical launching pad, with results that can be imagined, but not adequately

described. The second way the wombat kills people relates toits burrowing behaviour. If a

person happens to put their hand down a Wombat hole, the Wombat will feel the

disturbance and think ”Ho! My hole is collapsing!” at which it will brace its muscled legs

and push up against the roof of its burrow with incredible force, to prevent its collapse.

Any unfortunate hand will be crushed, and attempts to withdraw will cause the Wombat to

simply bear down harder. The unfortunate will then bleed to death through their crushed

hand as the wombat prevents him from seeking assistance. This is considered the third

most embarrassing known way to die, and Australians don’t talk about it much.

http://dangerousintersection.org/2009/01/21/douglas -adams-guide-to-australia
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We 
an do better

some 
ryptographers' tri
ks

remove spa
es, pun
tuation, and 
apitals

makes 
ryptanalysis hard, but if we know the

key, we 
an easily put spa
es, et
., ba
k in.

ilovemaths⇒ I love maths.

mis-spell some words

I luv mths

often good to remove double letters

en
ode some 
ommon words separately

e.g. �the� be
omes the 27th letter

avoid repetition or patterns

avoid anything predi
table

better still, improve the 
ryptography algorithm
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Letters and numbers

All letters are just numbers!

all data on the Internet is just stored as numbers

standard methods

ASCII (Ameri
an Standard Code for

Information Inter
hange )

pronoun
ed �Ass-kee�

developed from telegraphi
 
odes

in
ludes 128 
hara
ters, in
luding pun
tuation

and 33 non-printing 
hara
ters (line feeds,

tabs, et
.)

Uni
ode is taking over

has support for non-English 
hara
ter sets

110,000 
hara
ters 
overing 100 s
ripts
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ASCII
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ASCII in detail

Letter Number Binary

.
.
.

.
.
.

.
.
.

� 64 100 0000

A 65 100 0001

B 66 100 0010

C 67 100 0011

D 68 100 0100

E 69 100 0101

F 70 100 0110

.
.
.

.
.
.

.
.
.

There are 10 types of people in the world: those who

understand binary, and those who don't
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ASCII art

50 100 150 200 250 300 350 400 450 500 550

100

200

300

400

500

600

⇒

=IZm#mmWWQWQQQW&>+-::;==vvSnXYY1uXXXSX1isilvvSX1><i i|:=|vv

|vZ#mBWWWWWWWWY˜:===||indvvnovooonu1o1iv32owoXuI><| i=+=%v}

oomWWWWWWBWQB(<suqX1vvn* +<omqm#XmXXqZXoXqqZ#Bmmoc||||=ii+=

({$WWWWWWWW#nommZ1|li|:::<mWmmm#X21XZo#mBWWWWWWQmoo2>=il|s

;+3WWWWWWWW&m#WBl|||+++||vXTYYY1lIvvXXX#mmWWWWWBBm2I|vvvvv

:=]QWWQWWmWm#BWel||+|||||||+|||iiIvn2XXZ#BWWWWWWWW1 nSSovnn

;;<QWQWQWWW#Wm#ei=:;==||||||||ivvIvIII1X#mWWWQWWWEi n1** +* |

>:<$WWQWWmmmWBZ+=;|ivXXZZXv|ivXmZ##ZXwwwX##WWQWWWk><==>=|l

c:=dWWQWQW1v$#>;<vwm#mWBmZ+:-<X#mWWWWmmm####WWQWWZvviiiiiI
C:;3QWWQWEX#SS;:--˜+"!!"+:: .=iI * YYYYYYYSX##WWWWWmovvv<nns
h=>)WmWWQQ2evd>::....:_===_=iiuna>;:;==ivo##mWm###1 nvsi2no
Q=1=WWWWWWm%il====i%uoX1IX#mZmm#XXXuauoqX###m##XX+==<vvvvs

W>+=3QWWWWWQa;;|vIvSXmasaawXmmmqwwXZXXZ#U###2XXe=:==|i||ll

Xc;=]WWWWWWWWQp|||iI1YVVX11v13XX#UVS1nXZZ##YXXv>=><%ii>+++

?ˆ=+IWBBWBWWQWWoilil|=:===|illvvviilvXZ##m#=n1i=<=| ||i=+++

:==== * ?TV$QWQWWWsivvi;::--=-=-++=inomX#mmB#=vi|:)ss>|isiI i

;=====|=ivd$WWQ#liiInna>||||iiaawm##mWWWmm#=v%|:)S2 1vXXXZo

sssvaouwwqmm#WWW>{ollvnXXqqqqmm#mWmWWWWBmWE|2o|:=|IIi * l * Yv

nnauXqd###ZVTT * l|}n%ivnnXZ##mmmBWBWWWWBBW#XoX1|;=innovvvv|

XX1Y!""˜..iu2}===aB||v2XXX##X##mmBmm###Z#ZZSoonsiiI I1vvvi|

+=:.;;==uZY|=:;:<#(-=<1IllIISZ####X#Z#Z#X2onv1li||| ||i=<iv

i|==a|nX2<||====<nas>>|i|svuqqqXXZZXXSooo1vno1llvao nli||I1

+:vZ1oY+iv>==++||ilv2XUU###XXXSXXXX21no1vuZ2lnomZSv ii|vlll

aomXva=vl+=|+|=|||IIvnnnoooXXXX2onlvnoIumS1lomZYlis vIvsvnS

Sm#mZiv|=+|=++=|+|ilIvvvoXXSnnvn1ivoIvwZ1ivd#XonnoX S2113#v

XZmZ|||=+||+||=+||ivnoXXXnnvvvvl|v1|vZSulvdZZYsuX2n vvilnZh

dZ#oawwwwpwwwwwwwumqXX1IlIvvI|||%i<w#nZoXqmSvoXX11i li|vXX#
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Modular (
lo
k) arithmeti


Now we have written our message as a series of

numbers, we 
an operate on it mathemati
ally

The method often used is modular arithmeti


Similar to arithmeti
 on a 
lo
k
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Modular (
lo
k) arithmeti


3 O’Clock
+ 3 hours

12
1

2

3

4

5
6

7

8

9

10

11
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Modular (
lo
k) arithmeti


3 O’Clock
+ 3 hours

12
1

2

3

4

5
6

7

8

9

10

11
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Modular (
lo
k) arithmeti


3 O’Clock
+ 10 hours

12
1

2

3

4

5
6

7

8

9

10

11
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Modular (
lo
k) arithmeti


3 O’Clock
+ 10 hours

12
1

2

3

4

5
6

7

8

9

10

11
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Modulo 8

2 + 3 mod 8 0

6 2

1

4

5 3

7
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Modulo 8

2 + 3 mod 8
= 5

0

6 2

1

4

5 3

7
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Modulo 8

2 + 7 mod 8 0

6 2

1

4

5 3

7
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Modulo 8

2 + 7 mod 8
= 1

0

6 2

1

4

5 3

7
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Modulo 8

2 + 15 mod 8 0

6 2

1

4

5 3

7
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Modulo 8

2 + 15 mod 8
= 1

0

6 2

1

4

5 3

7
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Modulo 8

2 -3 mod 8 0

6 2

1

4

5 3

7
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Modulo 8

2 -3 mod 8
= 7

0

6 2

1

4

5 3

7
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Grouping with modulo arithmeti


Lets have a go:

Let's start with someone getting the number x1 = 1.

Ea
h person, in turn, 
al
ulates their number from

the previous one:

xn+1 = (6xn +2) mod 5,

by 
onvention 5 mod 5= 0

xn is your group number.

A similar tri
k is used in 
omputers to generate �random�

numbers in 
omputers (with mu
h bigger numbers).

xn+1 = (axn + c) modm,
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Cipher arithmeti


repla
e ea
h letter with a number, e.g.

letter A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

number 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

Caesar 
ipher is just 
omputation of

x+ k mod 26

where

x is the plaintext �number�

k is the key

letter A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

number 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25


ipher 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 0 1 2
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Better Codes

use a general substitution 
ipher

not just a shift

the key is more 
ompli
ated

need to give all substitutions

text A B C D E F G H I J K L M N O P Q R S T U V W X Y Z


ipher A X Q Y B F D E C L H I J K G M O N R Z P S W U V T

homophoni
 
iphers

use multiple symbols for 
ommon letters

breaks letter frequen
y analysis


hange the 
ipher at ea
h step

polyalphabeti
 
ipher

Vigenère Cipher
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Vigenère Cipher

Key is a word, e.g., �se
ret�

Ea
h letter is en
oded using a Caesar 
ipher, but we


hange the setting of the wheel for ea
h letter

use letters of the keyword to give the settings

e.g.

1st plain text letter, set the wheel using �s�

2nd plain text letter, set the wheel using �e�

3rd plain text letter, set the wheel using �
�

and when we get to the end of �se
ret� start

again at �s�

Makes analysis of patterns in text mu
h harder.

It 
an still be broken.
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More 
ryptanalysis

A Vigenère Cipher, with a 3 letter key.

gpf dpgs oqt qnaz fidg wjvh uje vpiwgrtg; hf rlbas bp iogfgcbmggboe ph hju oxp

dfxitknh, yhjeh nkgiv bf eonrasgd, gton vhf resupfetjxe ph aoa og vhf qtigr

qnazgrt, vo cgioi ioxomxee kn bp ocucvte bpd dqmqney xesuippog rolgr jp a

qktdj dbtk sqon, yiuj bmcnl easfs, gqr jpfjpiug suckfu, wjvhb febnes yhp yoo’v

tfnl zqu uje swlfu, aof wiq snklfu amn tig tjoe.
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More 
ryptanalysis

Key 
hoi
e is important! A bad 
hoi
e made


ryptanalysis possible here.

God does not play dice with the universe; He plays an ineffable game of his own

devising, which might be compared, from the perspective of any of the other

players, to being involved in an obscure and complex versionof poker in a pitch

dark room, with blank cards, for infinite stakes, with a dealer who won’t tell you

the rules, and who smiles all the time.

Terry Prat
hett
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Blo
k Ciphers

Why en
rypt letters?

On
e we substitute symbols with numbers, we 
an

in
lude any symbol we like.

e.g. pairs of letters: 26×26= 676possibilities


ould do something as simple as a Caesar-like


ipher modulo 676

number of possibilities make 
ryptanalysis

harder
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Letter Pair Cipher (k = 3)

letter pairs x 
ode y = x+3 mod 676

AA 0 3

AB 1 4

.
.
.

.
.
.

.
.
.

AZ 25 28

BA 26 29

BB 27 30

.
.
.

.
.
.

.
.
.

BZ 31 34

.
.
.

.
.
.

.
.
.

ZY 674 1

ZZ 675 2
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More Ciphers

Playfair

Enigma

DES

RSA

...
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Unsolved problems

Some famous en
rypted text is unsolved:

solve the Beal 
ipher to �nd a treasure trove

en
iphered 
lues 
laimed to 
ontain a treasure

map

More importantly, we don't even know if our best

algorithms are safe:

they rely on mathemati
al problems, and we

don't know the answer yet.

Solve, and win a million $.
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Con
lusion

Modern 
ryptography based on some rather elegant

maths.

more stuff to 
ome today

there are interesting unsolved problems

My interest is in appli
ations of se
ure distributed


omputing

how 
an we 
ompute values without sharing input

priva
y preserving data mining

Finally: The purpose of 
ryptography is to make the

message unintelligible ex
ept to one person

hopefully I have been unsu

essful
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