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“Three may keep a secret, if two of them are dead.”
Benjamin Franklin (1706 - 1790)
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“Three may keep a secret, if two of them are dead.”
Benjamin Franklin (1706 - 1790)

"Three may keep a secret, if they know some maths.”
Matt Roughan, 2012
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Secrets

m Secrets are a part of life

m Credit card numbers
m Corporate strategies

m KFC's secret spices
m Secrets are not bad

m Do you want some random guy on the Internet to
know your credit card details and PIN?

= Do you want a burglar to know that you keep lots
of cash in your house?

m Do you want your government (in a repressive
regime) to know you are a protestor?

m If you are a policeman, do you want the Mafia to
know where you live?
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How to Share a Secret e

m Secrets need to be shared
m Credit card numbers (when you make a purchase)

m Military secrets (when to attack)

m What's needed
m Secrecy (Duhl)
ho-one else can read the secret
m Shouldn't be (to00) hard to do
m Sometimes we don't even want anyone else to
know there was a secret
m Sometimes even the participants shouldn't know

the (whole) secret
nuclear launch codes
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Methods for sharing secrets

secret sharing
/ stical security
steganography passwords
calculated secrets

cryptography J \\AAanonymization

key distribution signhatures
transposition
substitution shared computation
homophonic / monoalphabetic x \\Avoting
polyalphabetic data—-mining
block auctions
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Steganography

The German Embassy in Washington, DC, sent these
messages in telegrams to their headquarters in Berlin
during World War I (Kahn, 1996).

PRESIDENT S EMBARGO RULING SHOULD HAVE
IMMEDIATE NOTICE. GRAVE SITUATION AFFECTING
INTERNATIONAL LAW. STATEMENT FORESHADOWS
RUIN OF MANY NEUTRALS. YELLOW JOURNALS
UNIFYING NATIONAL EXCITEMENT IMMENSELY.

APPARENTLY NEUTRAL S PROTEST IS THOROUGHLY
DISCOUNTED AND IGNORED ISMAN HARD HIT.
BLOCKADE ISSUE AFFECTS PRETEXT FOR EMBARGO
ON BYPRODUCTS EJECTING SUETS AND

VEGETABLE OILS.
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Steganography

Reading the first character of every word in the first

message or the second character of every word in the
second message.

PRESIDENT S EMBARGO RULING SHOULD HAVE
IMMEDIATE NOTICE. GRAVE SITUATION AFFECTING
INTERNATIONAL LAW. STATEMENT FORESHADOWS
RUIN OF MANY NEUTRALS. YELLOW JOURNALS
UNIFYING NATIONAL EXCITEMENT IMMENSELY.

APPARENTLY NEUTRAL'S PROTEST IS THOROUGHLY
DISCOUNTED AND IGNORED. ISMAN HARD HIT.
BLOCKADE ISSUE AFFECTS RETEXT FOR EMBARGO
ON BYPRODUCTS EJECTING SUETS AND
VEGETABLE OILS.

How to Share a Secret — p.8/40



= N
N

Steganography

Reading the first character of every word in the first
message or the second character of every word in the
second message will yield the following hidden text:

PERSHING SAILS FROM N.Y. JUNE 1
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Steganography Cof

Steganography: (covered writing) The art and science
of hiding information by embedding messages within
other, seemingly harmless messages.

m has often been used to code information in text

m more recently, used to encode info. in other forms
of data, as digital watermarks

H images
m gudio
m invisible, but allows traceback of the source of data
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Cryptography Cnfs

m Cryptography is a critical part of modern life
m not just for 007

m banks use it all the time
m secure web sites (look for https in the URL)

m Take some data and encrypt it using a
m if we know the key its easy to decrypt
m if we don't know the key, it is impossible

m actually, we usually only require that it would be
very (very, very) unlikely that someone could
translate it back.
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Cryptography

Let me tell a very long story

Its a very interesting story,

of the details here because this
of text to be used in an illustra

text will actually be too small to

encr ypt

plaintext
message

cipher text

ETE
P

A

key
Bob

Let me tell a very long story

Its a very interesting story,

of the details here because this
of text to be used in an illustra
text will actually be too small to

public channel decrypt

plaintext
message

Eve

Eve tries to decrypt the message

she doesn’t know the key
but she does know the encryption method
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Cryptography Cofis

Classical example far predates Da Vinci
m e.g. Caesar cipher (attributed to Julius Caesar)

text (A)BCDEFGHIJKLMNOP QRSTUVWXYZ

TN\
cipher | X Y Z(A)BCDEFG6HIJ KL MNOPQRST UV W

m For example: shift letters by 3 for
Friends, Romans, countrymen, lend me your ears
Cofbkap, Oljykp, zlrkqoujbk, ibka jb ulro byop

m Much easier to encrypt/decrypt using a
crypto-wheel

m The is how far you shift the letters.

m was still used until 1915 (at least)
m how good is it?
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Cryptanalysis g

Lets try to decode the Caesar cipher:

aol dvtiha rpssz wivwsl pu adv dhfz: mpyza, aol hupths pz pajdbjapisl. kpnnpun ovslz
pu aol ohyk hbzayhsphu jshf ibpskz tbzjslz aoha vbajshzzwsgidipnoa spmalyz. ha
upnoa, aolf vmalu dhukly aol yvhkz. zltp-ayhpslyz (yvhk ayla) ohcl opa aolt ha opno
zwllk, dpao hss 9 dollsz vu vul zpkl, huk aopz tlylsf thrlz aclyf huuvflk. aolf lewylzz
aopz if zuvyapun, nshypun, huk dhsrpun hdhf. hshz, av athisgt, aol dvtiha iljvtiz h
zfttlaypjhs shbujopun whk, dpao ylzbsaz aoha jhu il pthkpilla uva hkixbhalsf kizjypilk.
aol zljvuk dhf aol dvtiha rpssz wlvwsl ylshalz av paz ibyywaipilohcpvby. pm h wlyzvu
ohwwluz av wba aolpy ohuk kvdu h dvtiha ovsl, aol dvtiha dp$is el kpzabyihujl huk
aopur "oVv! tf ovsl pz jvsshwzpun!” ha dopjo pa dpss iyhjl pazjslk sinz huk wbzo bw
hnhpuza aol yvwm vm paz ibyyvd dpao pujylkpisl mvyjl, av wya paz jvsshwzl. huf
bumvyabuhal ohuk dpss il jybzolk, huk haaltwaz av dpaokybskdhbzl aol dvtiha av
zptwsft ilhy kvdu ohykly. aol bumvyabuhal dpss aolu isllk dlad&o aoyvbno aolpy jybzolk
ohuk hz aol dvtiha wylcluaz opt myvt zllrpun hzzpzahujl. agz jvuzpklylk aol aopyk
tvza Itihyyhzzpun ruvdu dhf av kpl, huk hbzayhsphuz kvu’arahivba pa tbjo.
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Practical Cryptanalysis AR

Hints:

elo)
elo)

elo)

K at letter frequencies.
K for common words.

k for double letters.

m Worst case: try all 25 possible keys.
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Practical Cryptanalysis

common English letter frequencies

0.1

0.05

abcdefghijklImnopgrstuvwxXxyz

cipher text letter frequencies

0.1

0.05

K Il mnopgrstuvwxXxyz
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Possible common words:

aoldvtiha rpssz wlvwsl pu adv dhfz: mpyzaol hupths pz puklzaybjapisl. kpnnpun ovslz
pu aol ohyk hbzayhsphu jshf ibpskz tbzjslz aoha vbajshzz vsftigmala spmalyz!
upnoa,aolf vmalu dhuklyaolyvhkz. zltp-ayhpslyz (yvhk ayhpuz) ohcl opalt ha opno
zwllk, dpao hss 9 dollsz vu vul zpkl, huk aopz tlylsf theoit clyf huuvflk. aolf lewylzz
aopz if zuvyapun, nshypun, huk dhsrpun hdhf. hshz, av athisgt, aol dvtiha iljvtiz h
zfttlaypjhs shbujopun whk, dpao ylzbsaz aoha jhu il pthkpilla uva hkixbhalsf kizjypilk.
aol zljvuk dhf aol dvtiha rpssz wivwsl ylshalz av paz ibyyvdpun ilohcpvby. pnmwvlyzvu
ohwwluz av wbaaolpy ohuk kvduh dvtiha ovsl,aol dvtiha dpss mllsiol kpzabyihujl huk
aopur "ov! tf ovsl pz jvsshwzpun!lha dopjo pa dpss iyhjl paz tbzjslk sinz huk wbzo bw
hnhpuzaaol yvwvm vm paz ibyyvd dpao pujylkpisl mvyjl, av wylclua paz jveszl. huf
bumvyabuhal ohuk dpss il jybzolk, huk haaltwaz av dpaokymsksdhbzlaol dvtiha av
zptwsf ilhy kvdu ohykly.aol bumvyabuhal dpssolu isllk av klhao aoyvbn@olpy jybzolk
ohuk hzaol dvtiha wylcluaz opt myvt zllrpun hzzpzahujl. aopz pz jvulspk aol aopyk
tvza Itihyyhzzpun ruvdu dhf av kpl, huk hbzayhsphuz kvu’arahivba pa tbjo.
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Possible common words:

m aol = the
mh =-a
O = at

Once we suspect a few, we can probably guess the key,
but regardless, we could substitute the known letters
back into the text, and probably guess more words, e.g.,

aolpy
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Double letters:

aol dvtiha rg= wlvwsl pu adv dhfz: mpyza, aol hupths pz puklzaybjapishigpun ovslz
pu aol ohyk hbzayhsphu jshf ibpskz tbzjslz aoha voegsisftwpj dipnoa spmalyz. ha
upnoa, aolf vmalu dhukly aol yvhkz. zltp-ayhpslyz (yvhk ayla) ohcl opa aolt ha opno
zwilk, dpao $s9 dd!sz vu vul zpkl, huk aopz tlylsf thrlz aolt clyf huuvflk. aolfieylzz
aopz if zuvyapun, nshypun, huk dhsrpun hdhf. hshz, astlhyz, aol dvtiha iljvtlz h
zfttlaypjhs shbujopun whk, dpao ylzbsaz aoha jhu il pthkpilla uva hkixbhalsf kizjypilk.
aol zljvuk dhf aol dvtiha rpsz wivwsl ylshalz av paz ibyyvdpun ilohcpvby. pm h wlyzvu
ohwwluz av wba aolpy ohuk kvdu h dvtiha ovsl, aol dvtihasdmi| s aol kpzabyihujl huk
aopur "ov! tf ovsl pz j\sshwzpun!” ha dopjo pa disiyhjl paz tbhzjslk sinz huk wbzo bw
hnhpuza aol yvwm vm paz ibyyvd dpao pujylkpisl mvyjl, av wiyla paz jsshwzl. huf
bumvyabuhal ohuk dsil jybzolk, huk haaltwaz av dpaokyhd dgjhbz| aol dvtiha av
zptwsf ilhy kvdu ohykly. aol bumvyabuhal dpaolu is/k av klhao aoyvbno aolpy jybzolk
ohuk hz aol dvtiha wylcluaz opt myvtlzpun rezpzahujl. aopz pz jvuzpklylk aol aopyk
tvza Itihyyhzzpun ruvdu dhf av kpl, huk hbzayhsphuz kvu’a ahsr hivba pa tbjo
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Most common English double letters:

WSS
Hee
= tt
m ff
m ||

Emm
B 00

Some tend to occur in the middle of words, and some
more often at the ends (e.g. ss).
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Practical Cryptanalysis ol

Decrypted text: (key = 7) From Douglas Adams.

The wombat kills people in two ways: First, the animal is istlectible. Digging holes in
the hard Australian clay builds muscles that outclass Olgmeight lifters. At night, they
often wander the roads. Semi-trailers (Road Trains) havddm at high speed, with all 9
wheels on one side, and this merely makes them very annoysy. éixpress this by
snorting, glaring, and walking away. Alas, to smaller cdye,wombat becomes a
symmetrical launching pad, with results that can be imadjibat not adequately
described. The second way the wombat kills people relatis boirrowing behaviour. If a
person happens to put their hand down a Wombat hole, the Wosilb&eel the
disturbance and think "Ho! My hole is collapsing!” at whidhill brace its muscled legs
and push up against the roof of its burrow with incredible&ito prevent its collapse.
Any unfortunate hand will be crushed, and attempts to wéthadwill cause the Wombat to
simply bear down harder. The unfortunate will then bleeddatd through their crushed
hand as the wombat prevents him from seeking assistanceisi¢onsidered the third
most embarrassing known way to die, and Australians dolk'&iaout it much.

http://dangerousintersection.org/2009/01/21/douglas -adams-guide-to-australia
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We can do better

m some cryptographers’ tricks
m remove spaces, punctuation, and capitals
makes cryptanalysis hard, but if we know the

key, we can easily put spaces, etc., back in.
llovemaths=- | love maths.

m mis-spell some words
| luv mths
often good to remove double letters

m encode some common words separately
e.qg. 'the' becomes the 27th letter

m avoid repetition or patterns
avoid anything predictable

m better still, improve the cryptography algorithm
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Letters and numbers

All letters are just numbers!
m all data on the Internet is just stored as numbers

m standard methods
m ASCII (American Standard Code for
Information Interchange )

pronounced "Ass-kee"
developed from telegraphic codes
includes 128 characters, including punctuation
and 33 non-printing characters (line feeds,
tabs, etc.)

m Unicode is taking over
has support for non-English character sets
110,000 characters covering 100 scripts
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ASCII Code Chart
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ASCIT in detail

Letter | Number | Binary
@ 64 100 0000
A 65 100 0001
B 66 100 0010
C 67 100 0011
D 68 100 0100
E 69 100 0101
F 70 100 0110

= N

There are 10 types of people in the world: those who
understand binary, and those who don't
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=IZMEMMWWQWQQQWE>+-::;==vwSnXYY LuXXXSX1isilvwSX1><i i|:=|vv
[vZ#EMBWWWWWWWWY™:===||[indvvnovooonuloliv32owoXul><| i=+=%v}
oomWWWWWWBWQB(<sugX4yaomgm#XmXXgZXoXqqZ#Bmmocl||||=ii+=
{SWWWWWWWW#HnommZ1|li|:::<mWmmm#X21XZo#mBWWWWWAAEsoo
i+ 3WWWWWWWWEMFWBI|||+++]| [VXTY YY LIvw XX X#EmmWWWWWBBMA/
EIQWWQWWmWm#BWel|[+]|[][]]+][iilvn2XXZ#BWWWWWWWW1 nSSovnn
;i <QWQWQWWWHEWmM#ei=:;==|||[|||[ivVIVIILX#EMWWWQWWWEI  nl*x +*|
>: <FWWQWWMMMWBZ +=;|ivXXZZXV|ivXmZ##Z Xwww XEWW QW WA k= ||
C:=dWWQWQW1v$#>; <vwm#mWBmZ+:-<X#mWWWWmmm#H#H#FWWIPWW Zv

C:;3QWWQWEX#SS;:--"+"II"+:: =il *YYYYYYYSX#H#WWWWWmovvv<nns
h=>)WmWWQQ2evd>:......_===_=iiuna>;:;==ivo##mWm###1 nvsi2no
Q=1=WWWWWWm%il====i%uoX LIX#mZmm#XXXuauoqX#HH#m##XX¥evvs
W>+=3QWWWWWQa;;|vivSXmasaawXmmmawwXZXXZ#U###2 X XeHi|fil

:> XC; = ][WWWWWWWWQD|[IILYVVX11vI3XXH#UVSINXZZH#Y XXv>=>8%6ii>+++
?"=+IWBBWBWWQWWoilil|=:===|illvwviilVXZ##m#=n1li=<=| [|i=+++
==== * 2TV$QWQWWWSsivvi;::--=-=-++=inomX#mmB#=vi|:)ss>|isil i
;=====|=ivd$WWQ#liilnna>|||[iaawm#HMWWWmm#=v%]:)S2 1vXXXZo

sssvaouwwgmm#WWwW=>{ollvnXXqgqggmm#mWwmwwWWwWWBmWE|20|lE[k | * Yv
NNauXqd###ZVTT * ||In%ivnnXZ#E#mmmBWBWWWWBBW#XoX1|[;=innovvwy|

XXLY!"" . iu2}===aB||V2XXX#HX#mmBmm###Z#ZZSoonsiil [1vvvi|
+=05==uZY = <#(-=<LUNNSZ###H#X# ZH Z#X 2onv ||| [|i=<iv
i|==a|nX2<||====<nas>>|i|svuqqgXXZZXXSooolvnolllvao nli]]I1
+:vZ1oY+iv>==++|[ilV2XUU##HXXXSXXXX21nolvuZ2InomZSv iivill
aomXva=vl+=|+|=]||llvnnnoooXXXX2onlvnolumS1lomZYlis vlvsvnS
Sm#mZiv|=+|=++=|+|illvwvoXXSnnvnlivolvwZ1livd#XonnoX S2113#v
XZmZ|||=+]||+||=+|[ivnoXXXnnvvwi|v1|vZSulvdZZYsuX2n wvilnZh
dZ#oawwwwpwwwwwwwumgXXLilivvl]||%i<w#nZoXgmSvoXX11i  lijlvXX#
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Modular (clock) arithmetic

m Now we have written our message as a series of
numbers, we can operate on it mathematically

m The method often used is modular arithmetic
m Similar to arithmetic on a clock
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Modular (clock) arithmetic

3 O'Clock
+ 3 hours
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Modular (clock) arithmetic
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Modular (clock) arithmetic

3 O'Clock
+ 10 hours
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Modulo 8
2 +3 mod 8
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Modulo 8

2 +3 mod 8
=5
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Modulo 8
2 +7 mod 8
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Modulo 8

2 +7 mod 8
=1
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Modulo 8
2 +15 mod 8
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Modulo 8

2 +15 mod 8
=1
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Modulo 8
2 -3 mod 8
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Modulo 8

2 -3 mod 8
=7
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Grouping with modulo arithmet

Lets have a go:
m L et's start with someone getting the number x; = 1.

m Each person, in turn, calculates their number from
the previous one:

Xn+1 = (6Xn+2) mod 5

m by convention 5 mod 5=0
W X, iS your group number.

A similar trick is used in computers to generate "random”
numbers in computers (with much bigger numbers).

Xns1 = (8% +C) modm,
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m replace each letter with a number, e g.

letter | ABCDEFGHIJK L MNOP QRS TUVWXY Z

humber | O 1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

m Caesar cipher is just computation of

X+ Kk mod 26

where
m X is the plaintext "number”

m Kk is the key

letter | ABCDEFGHTIJ KL MNOP QR ST UV WX Y
humber | 0O 1 2 3 456 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

cipher | 3 456 78 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 0 1

How to Share a Secret — p.32/40



' THE UNIVERSITY

Better Codes ol

m use a general substitution cipher
m not just a shift
m the key is more complicated
m need to give all substitutions

text | ABCDEFGHIJKLMNOP QR STUVWXYZ

cipher | AX QY BFDECLHIJKGMONRZP SWUVT

m homophonic ciphers
m use multiple symbols for common letters
m breaks letter frequency analysis
m change the cipher at each step
m polyalphabetic cipher
m Vigenere Cipher

How to Share a Secret — p.33/40
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Vigenere Cipher B

m Key is aword, e.g., "secret”
m Each letter is encoded using a Caesar cipher, but we
change the setting of the wheel for each letter
m use letters of the keyword to give the settings
meg.
1st plain text letter, set the wheel using "s"
2nd plain text letter, set the wheel using "e"
3rd plain text letter, set the wheel using “c"
and when we get to the end of "secret” start
again at "s"
m Makes analysis of patterns in text much harder.

m It can still be broken.
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More cryptanalysis

A Vigenere Cipher, with a 3 letter key.

gpf dpgs oqt gnaz fidg wjvh uje vpiwgrtg; hf rlbas bp iogfgcbgimpe ph hju oxp
dfxitknh, yhjeh nkgiv bf eonrasgd, gton vhf resupfetjxe maag vhf gtigr
gnazgrt, vo cgioi ioxomxee kn bp ocucvte bpd dgmgney xesogmlgr jp a
gktdj dbtk sgon, yiuj bmcenl easfs, gqr jpfjpiug suckfu, wjetiebnes yhp yoo'v
tfnl zqu uje swilfu, aof wig snklfu amn tig tjoe.
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More cryptanalysis

Key choice is important! A bad choice made
cryptanalysis possible here.

God does not play dice with the universe; He plays an inedfglaime of his own
devising, which might be compared, from the perspectivangfa the other
players, to being involved in an obscure and complex versf@oker in a pitch
dark room, with blank cards, for infinite stakes, with a deatko won't tell you
the rules, and who smiles all the time.

Terry Pratchett
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Block Ciphers ol

m Why encrypt letters?
m Once we substitute symbols with numbers, we can
include any symbol we like.
m e.g. pairs of letters: 26 x 26= 676 possibilities

m could do something as simple as a Caesar-like
cipher modulo 676

m number of possibilities make cryptanalysis
harder
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Letter Pair Cipher (k= 3)

letter pairs X | code y=x+3 mod 676

AA 0 3
AB 1 4
AZ| 25| 28
BA | 26 29
BB| 27| 30

BZ| 31 34

ZY | 674 1
LZ | 675
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More Ciphers B

m Playfair
m Enigma
m DES
m RSA
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Unsolved problems

m Some famous encrypted text is unsolved:

m solve the Beal cipher to find a treasure trove
m enciphered clues claimed to contain a treasure
map
m More importantly, we don't even know if our best
algorithms are safe:

m they rely on mathematical problems, and we
don't know the answer yet.

m Solve, and win a million $.
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Conclusion )

m Modern cryptography based on some rather elegant
maths.
m more stuff to come today

m there are interesting unsolved problems

m My interest is in applications of secure distributed
computing
m how can we compute values without sharing input
m privacy preserving data mining
m Finally: The purpose of cryptography is to make the
message unintelligible except to one person
m hopefully I have been unsuccessful

How to Share a Secret — p.41/40
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