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ABSTRACT

Thereis a brewing controversyin the traffic modelingcommunityconcerninghow to modelbackboneraffic. Thefun-
damentalwork on self-similarity in datatraffic appeargo be contradictedby recentfindingsthat suggesthat backbone
traffic is smooth.

Thetraffic analysiswork to datehasfocusedon high-qualitybut limited-scopepaclet tracemeasurementshis limits
its applicabilityto high-speedackbondraffic. This paperusesmorethanoneyearsworth of SNMPtraffic datacovering
anentire Tier 1 ISP backboneto addresghe questionof how backbonenetwork traffic shouldbe modeled. Although
thelimitationsof SNMP measurementdo not permitusto commenton thefine timescalebehavior of thetraffic, careful
analysisof the datasuggestshatirrespectve of the variationat fine timescalesywe canconstructa simpletraffic model
that captureskey featuresof the obsenedtraffic. Furthermorethe model’s parametersare measurablaising existing
network infrastructuremakingthis modelpracticalin a present-dayperationahetwork.

In additionto its practicality the modelverifiesbasicstatisticalmultiplexing results,andthusshedsdeepinsightinto
how smoothbackbondraffic reallyis.

1. INTRODUCTION

A numberof recentreports>? have appearedalaimingthattraffic on backbonenetworksis “smooth”. The senseusedin
thesereportsis thatit canbegeneratedby anindependenPoissorprocessThesereportscontradictsomeof the previous
literatureon traffic self-similarity (seefor instancé®), andyet have found considerabldavour within the networking
community becauséackbonetraffic doesappearto be smooth,at leastto the eye. This papermarriesthe ideasthat
backboneraffic is smooth(in somesense)but still containsfeaturesconsistentvith LRD, andself-similarity.

Themain problemis thattherearevarying definitionsof smoothnessThe definition appliedin the reportsabove is
muchstrongerthanthe implicit definitionof smoothnessisedby the humaneye. In facttraffic canbe both Long-Range
Dependen{LRD) andfractalandstill apparentlyquite smooth.

Thereasonshatmary peoplehave failedto understandhatLRD doesnot contradictsmoothnesarefirstly thatLRD
is almostalwaysdiscussedn the context of burstinessandsecondlythatmostauthorsconcentraten the parametethat
describeghescalinglaw, the Hurstparameted, but neglectthe pealednessor varianceof the processThis s a critical
parameteralongwith the mean,whenassessinghe smoothnessf the process.A processwith strongLRD exhibited
througha high Hurstparametemaystill appeawery smoothif therelative variance(the variancedividedby themean)is
low. In fact,a LRD dependenprocessnayappeamoresmooththananuncorrelategrocess.

This papersetsout, in Section2, somebasicfactsaboutthe effect multiplexing hason backbondraffic, namelythat
multiplexing smoothghe traffic, thoughit doesnotremove long-rangecorrelations.Section3 presentempiricalresults
onalargevolumeof Tier 1 backboneraffic. Theresultswhichagreewith thetheory shav thatthevarianceof suchtraffic
is proportionalto the mean. Thereforethe relative variance our measureof smoothnessjecreaseasmore sourcesare
multiplexedtogetherandthetraffic appeardo be smoother Hencethe degreeof variationin thetraffic maybe captured
by a single pealednesgparametewhich takesvaluesbetweer0.05, 0.14] with mean0.09 (whenthetraffic is measured
in Mbps). Sectiord presentsomediagnostiaesults,andSection5 the conclusion.

Apart from clearingup the controversy above, and gaining a betterunderstandingf traffic modelingin general
(allowing for morerealisticsimulationsof backboneraffic), theresultsaredirectly applicableto capacityplanning.The
resultis alsousefulin time-seriesanalysi$ of Internetdatabecausehefirst stepof suchanalysisis to obtainstationary
databy remaoving thetrendandperiodiccomponents- for instancethedaily variationin thetraffic. Theremoval of these
componentslependon theway thetraffic is modeled,n particular the effect of themeanonthevariance.



2. THEORY

Thefundamentaideabehinda packet switchednetwork is thatby multiplexing multiple sourcesaresourcgsuchaslink
bandwidth)canbesharedwith aresultingstatisticaimultiplexing gain. While onesources quiescentanothercanusethe
bandwidth.

Onesimplemodelfor this multiplexing is the elegantly simple On/Of model®:? In this modelthe sourcegeachof
which is independentare modeledasa singlealternatingrenaval processn which the On and Off timesaremodelled
as independentandomvariableswith heary-tails. In this modelthe numberof sourceswhich are On is a binomial
randomvariable,which thereforehasmeanNp, andVarianceNp(1 — p). For large N, andp not too smallthis canbe
approximatedy a Gaussiamandomvariable,andas N goesto infinity with Np a constantjt canbe approximatedy a
Poissorrandomvariable. The traffic ratewill bethe On rater timesthe numberof On sourcesandthetraffic variance
will ber?Np(1 — p).

Therearethereforethreemodesby which we mightvary:

1. variationin N,
2. variationin p,

3. variationin theOnrater.

Notethat,in thecore,wherethereis alargeamountof aggrejation,N is verylarge,andevenfor quitesmallp a Gaussian
modelseemsappropriate For p small,we canapproximatehe varianceof the distribution by Np, andhencevarying N
or p hasidenticaleffects. Thatis, varyingthe numberof connectedourcess equivalentto varyingthe probability thata
sources On. Clearly, in this casethevariances proportionato themean.Thisis the basiclaw of multiplexing—asmore
sourcesare multiplexed togethey the varianceper sourcedecreasesObviously anincreasen r will increasehe traffic
variancein proportionto r2.

Thenow classicaNorrosmodel? alsousedin'! for thistype of traffic is

Y(t) = mt +VamZ(t), 1)

whereY (t) is thetraffic to arriveupto time¢. Theparamete is calledthevariancecoeficient,or thepealednesgthough

this is sometimesusedin othersenses)We shall considerthe incrementof the Y (¢) which satisfyY (¢) = f(f X (s)ds,
andallow themeanto vary slowly overtime, sothat

X(t) =m(t) + Vam(t)W(t), (2)

whereX () is theinstantaneousaffic rateattimet, m(t) is thetimevaryingmeanandW (¢) is thestochasticomponent
which maybe choserto be Gaussianandhave propertiessuchasLRD, but couldalsobe choserto bewhite noise.Note
that undersometypesof stochasticprocessW (¢), including Gaussianwhite noise, the traffic rate may be negative.
Typically we useparametersothatthisis very rare,andsettheratein thosecasego zero.

FromProposition2.2 of'? we canverify thatthis modelsatisfiethe samesuperpositiorpropertiesasdescribechbove
whenthe stochasticcomponenbf the traffic is a (possiblyfractional) Gaussiamoise. Onekey aim of this paperis to
verify thevalidity of theNorrosmodelon realtraffic data.

2.1. Self-similarity and Long-RangeDependence

Self-similarity and Long-RangeDependence provide a natural, quantitatve, and yet wonderfully elegantway of de-
scribing,andmodelingdatatraffic. The simplestself-similarmodel,FractionalBrownian Motion (FBM), hasonly three
parametersandyet describeshe characteristicef thetraffic (includingits burstinesspver scalegangingfrom millisec-
ondsupto hours.

Self-similarity andlong-rangedependencare closelyrelatedphenomenaThe former relatesto the factthatunder
suitablescaling,the statisticsof the traffic are the sameat any time scale. The latter relatesto correlationsin the data
which, thoughdecreasingverwider rangesnever becomensignificant.

In this paperwe considerseconcbrderstationarystochastiprocesse (¢), which consequentljhave constanimean
m = E[X (t)], andvariances? = E[(X (t) —m)?], andanautocwariance(definedoy r (k) = E[(X (t+ k) —m)(X (t) —



m)]), whichis afunctionof thelag k = |t — s| only. The Fourier Transformof r is known asthe spectal densityandwe
denoteit by fx.

Self-similarityis thepropertythatasyou scalea procesgzoomin on thedetails)you seethe samestructurerepeated.
In our case,we are interestedn statisticalself-similarity, in which the samestatisticalproperties(for instancemean,
variance ,or mamginal distribution) arethe same(undera transformationasyou scalethe process.The main parameter
describingself-similarityis the Hurst parametei .

Thecloselyrelatedohenomenaong-Rangd&ependenc@ RD) is commonlydefinedby theslow, power-law decrease
in the autocavariancefunction: (k) ~ ¢ k|1~ k = oo, a € (0,1), or equivalently asthe powerlaw divergence
atthe origin of its spectrum:fx (v) ~ cg|v| =@, [v] = 0, (,}* p. 160). The power-law decayis suchthatthe sumof all
correlationgout from ary lag) is alwaysappreciablegvenif individually the correlationsaresmall. The pasttherefore
exertsalong-rangeinfluenceonthefuture.

The main parameteof LRD is the dimensionlesscalingexponenta. It describeghe qualitative natureof scaling
— how behavior on differentscaless related. The relatedparametersg, andce, arequantitatve parametersvhich give
a measureof the magnitudeof LRD inducedeffects. The parametersnay be estimatedointly usingthe Abry-Veitch
wavelet basedestimatort* or separatelyoy a numberof othertechniques? It is commonpracticeto describeLRD
throughthe Hurstparamete = (1 + «)/2.

Onevery powerful setof modelsthathasbeenappliedto traffic is thatof the GaussiarprocessesTheseareprocesses
with a Gaussiarmaminal distribution. A simpleexampleis White GaussiarNoise (WGN), anuncorrelategprocess.A
moregenerakexample(which includesWGN) is thatof FGN (theincrementof FBM mentionedabove) whichis aLRD
processandthereforehascorrelationsoverlongtime scales The advantageof FGN is thatit is completelycharacterised
by thethreeparametersits mean,its varianceé and H. WGN is simply the casewith H = 0.51.

Figurel shavs two examples:WGN (H = 0.5), andFGN (H = 0.9) eachaddedto a sinefunction. Althougheach
hasthe samestandardeviation (0.025)both look comparatiely smooth(becauseheir varianceis smallin comparison
to the scaleof the plot), andin factthe FGN plot looksin somerepectsmoothethanthe caseof uncorrelatedoise.
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Figure 1. Plotsof white Gaussiamoise(H = 0.5), andfractionalGaussiamoise(H = 0.9) addedo asinefunction.In eachcasethe
standarddeviation of the noiseis 0.025.

Onequantitatve measuref smoothnesss the meansquarediifferenceof the data. Thatis

N-1
S=>" (yip1 —vi)’, €)
=1

*Thevarianceof FGNis directly relatedto ¢y and H.
fNotethatin generalH = 0.5 only impliesa short-rangelependenprocessbut in the caseof FGN it alsoimpliesthatthe process
is uncorrelated.




with a smallervalueindicatinga smootherprocess.By this measurahe smoothnessf the white GN processabove is
0.0015,whilst the FGN processhasa smoothnessf 0.0007 lessthanhalf the valueof the uncorrelategrocessHence
we seethatthe LRD processs actuallysmoothethantheuncorrelategrocess.

WhenLRD processesire multiplexed the resultanttraffic hasan asymptoticHurst parametelequalto the highest
Hurstparametepf the multiplexedtraffic. In the casewherethe Hurstparametersireall equal,thenthe resultantraffic
will have the sameHurstparamete(for instanceseé?).

2.2.Poissonlimits

Oneof theargumentsappliedin®: 2 is thetraditionalargumentfor why Public SwitchedTelephoneNetwork (PSTN)calls
appearsa PoissomprocessTheargumentis thataswe superposéarge numbersof stochastigprocessegthe phonecalls
of eachindividual), andthin suitably (so that the meanremainsfinite) we approacha Poissonprocessdn thelimit. The
authorsof!>2 arguethatthis occursaslarge numbersof independentonnectionsare superposeth aggreyatebackbone
traffic.

Theargumentlacksteethin this contet, however, asit relieson large numbersof independentraffic streamseing
superposedn fact,whentraffic streamsaresuperposechtreasonabletilization levelst thenetwork influenceghetraffic
stream firstly by not allowing pacletsto overlap,andsecondlythroughTCP feedbackmechanismsHencethe Poisson
procesdimit argumentis not necessarilyapplicablenere(althoughit might appeawalid on sometime-scalesandsetsof
measurements).

3. EMPIRICAL RESULTS
3.1. SNMP —the Simple Network ManagementProtocol

The modelswe build are critically dependenbn the dataon which they are built. In this paper we analyzeSimple
Network ManagemenProtocol(SNMP) traffic andfault dataextractedfrom anarchive thatincludesmorethanl years
worth of datacollectedfrom alarge Tier-1 ISP’s backbonenetwork. SNMPis uniquein thatit is supportedy essentially
every device in anlP network. The SNMP datathatis availableon a device is definedin a abstractatastructureknown
asaManagemeninformationBase(MIB). An SNMP poller periodicallyrequestshe appropriateSNMP MIB datafrom
arouter(or otherdevice). Sinceevery routermaintainsa cyclic counterof the numberof bytestransmittedandreceved
on eachof its interfaceswe canobtainbasictraffic statisticsfor the entirenetwork with little additionalinfrastructure.

Unfortunately asa practicalmatter SNMP datahasmary limitations— for instancemissingdata(it may be missing
becaus&SNMP usesUDP transportor it maybelostwhile copying to our researctarchive), incorrectdata(throughpoor
routervendorimplementations)anda coarsesamplinginterval. However, the mostimportantlimitation is that SNMP
only providesaggrayatelink statistics We cannotdetermineanythingaboutthetypeof traffic usingthelink, norits source
or destinationandwe canonly sampleat coarsentervals.

Thiswork alsousestopologyinformationderivedasin.'® Thearchiveddatawe have access$o hassimilar limitations
to SNMP data,beingonly updateddaily, andwith missindfiles.

Theselimitations do not, in general,restrictoperationaluse of SNMP data,as mostdatais interpretedby eye for
operationsHowever, thelimitationsmake algorithmicanalysissuchastime seriesanalysidifficult on this data.We have
goneto considerabléengthsto reducetheimpactof thesefeaturesof the datathroughcarefulpost-processingdiscarding
ambiguousandincorrectdatawherepossible andusingSNMPfault datato determinecause®f someanomaliesThanks
to theseefforts, andcarefullychoosingnodelsandanalysighatarenot sensitve to the dataquality we canuseevensuch
poordatain somequite sophisticatednalysis.

Onepointto noteis thatmary pastanalysisof suchdatahave beendonein the“busyhour”, but suchanalysesuffers
from onemajorfeature.Givenastrongdaily andweeklycycle (whichis thecasehere),andfive minutetraffic data(which
is typical for SNMP, andwhatwe have availablehere),onehasonly 12 samplepointsperweek. To obtainenoughdata
for areasonablaccurateanalysis pnemustaverageover mary weeks,andover suchtime periods thetime at which the
busyhouroccursmay change.This motivatesa morecompleteanalysis.

We have morethan 1 year's worth of SNMP dataavailablefor a setof OC48 (2.5 Gbps)inter-city backbondinks
from aTier 1 ISP, Thisformsthebasisof this study Thedatais polledatfive minuteintervals. Thereare52 links usedin
this study andbecausef traffic asymmetry thereare 104 simplex links to consider Thelinks aretypically not heavily

$In'2 theresultsareappliedin thelimit aslinks becomeheavily loaded.
$Traffic onthebackbonds asymmetrimotjustbecausevebtraffic is asymmetricbut alsobecausénter-peerroutingis asymmetric.



loaded but mostrun ata significantlevel of utilization.

3.2. Data Analysis

In orderto comparethe meanandvarianceof the processve mustestimatehesecomponentsAs the datashows strong
evidenceof non-stationarity- it hasstrongdaily, andweekly cycles,andalong term exponentialtrend— we cannotget
anoverall estimateof theseproperties We could attemptto remove the seasondl andtrendcomponentshut methodsor
removing suchcomponentstartwith a modelof thedata,whichis whatwe aretrying to verify here.

Themethodwe have chosernis to breakthedatainto blocks,andestimatehemeanandvarianceoneachblock of data.
Thereis atradeof in choiceof blocksize:a smallerblock will track changesn the meanandvariancemoreaccurately
but eachblockwill have lessdata,andsotheestimatesvill belessaccuratealargerblocksizewill producemoreaccurate
estimatesbut maynotbeableto trackthe non-stationarityn the datawith suitableaccurag. We have chosera blocksize
of onehourwhich seemgo have the besttradeof. Eachblock has12 samplespacedtfive minuteintervals. We denote
themeanof block: by z;, andthevarianceby y;.

We do not know a priori whetherthe datawithin a block are correlated,and hencewe cannotprovide an analytic
measureof the varianceof our estimategy;/|. To provide sucha measurewe have further groupedthe datainto 100
groupsby the estimatedneanoverthehour. We take the averageof the varianceof traffic in eachblock within agroupto
be an estimateof the varianceof the traffic with meanrategivenby theratein the group,andbecausén mostcasesve
have multiple datapointswithin a group,we canprovide anempiricalestimateof the variationof the varianceestimate.
More preciselytake groupsg; definedby

Gi ={ilhj <z <h(j+1)},forj=0,1,2,..., 4

whereh is smallrelative to the link loads(in our casechosensothatwe endup with 100 groups,i.e. h = Zmax/100).
Thenumberof datapointsin eachbin V;, themeantraffic ratefor thebin X;, thevarianceestimatey’;, andtheempirical
estimateof the varianceof Y; (whichwe denoteaf.) aregivenby

N o= 1 (5)
i€G;
X; = h(j+0.5), (6)
Vo= o Yu @)
) ieg;
1
o = mi(yi—yjﬁ (8)

i€G;

We canthenperformaweightedpolynomialregressiott® onthe (X, Y;), usingthe af to form theweights.We only
usegroupswhich containmorethan10 blocksof data(thatis N; > 10), sothatthe estimateof o2 will be morereliable.
We performlinear, andquadraticfits, andwe further constrainthesefits to passnear(0,0) by placinga highly weighted
datapointhere.ln Tablel we shav theresults giving @ the quality of thelinearfit.

A goodlinearfit will have @ > 0.1, apossiblefit @ > 0.001 anda poorfit @ < 0.001. Of the 102 setsof data,18
have @ > 0.001. Figure2 shows examplesof goodlinearfits. The graphsshav (X,Y;) (dots)with the vertical bars
indicatingthe 95th percentileconfidencenterval givenby £1.960;. The blue barsshav the datausedin the weighted
regressionandthe magentabarsthe dataexcludeddueto too few datapointsbeingavailablefor thatgroup. The solid
greenline shawvsthelinearfit, andtheredline showvs a quadratidit to thedata(usedlater).

However, apoorvalueof @ whilstindicatingapoorlinearfit in astrict meansquarecerrorsensedoesnot necessarily
meanthatthe dataarenot reasonablyinear. Further in Section4.3 we presentan example(in Figure 6) wherealmost
exactly the sametraffic is carriedon two links (links 1 and2) andonecanseein Table1 thatthe () valuesfor directionb
arequitedisparatethoughin the caseof link 1 thevalueis high. Therearemary othercaseghathave low () values but
appeato have a generallygoodlinearfit to thedata.

TWe useseasonato denoteall of the periodcomponents.
Ilz; will alsocontainanerrorwhichwe will notconsidethereasit shouldbe smallerthantheerrorin y;



Themeansquarecerroris quite sensitve to outliers,andsoa smallamountof outlying datacanmeana low @ value.
This datahasmary outliersdueto eitherrapidly changingnetwork behaiour whenrerouting,or traffic sugesasmaybe
causedy Denial of Service(DoS) attacksandflashcrowds. The fixed onehour block sizeis a liability in thesecases,
andcanleadto varianceestimatesvhich aremuchgreaterthanthetruevariance.

To provide anotherestimateof whethera linear fit to the datais appropriatewe have comparedhe linear fit to a
guadratidit whichwould applyif thevariancewereproportionalto the squareof themean.Table1 alsoshavs themean
squarecerrorsfor thelinearandquadratidits, denotedoy x? andy2 respectiely. Clearlyin mary caseshetwo arequite
closetogether For comparisorwe usethe relative differencebetweerthese,

2 2
p=X_2X2 (9)
X2

Note that for the caseswhere@ > 0.001 the maximumvalueof D is 0.48,but the majority of valuesarebelow 0.18.
Of thetotal 102 datasets,51 have D <= 0.18 and68 have D <= 0.48. Over half of the datasetsappeamnotto have a
significantlybetterquadratidit. We could,of course applyamorerobustfit to thedatato obtainthelinearfit, but ouraim
hereis notto obtainthe mostaccurateossibleestimateof the slopea, but to decidewhetherthelinearfit is appropriate.
Therearestill somedatasetsfor which thereis a betterquadratidit, thoughin mary of thesecaseghe quadratidit is

not particularlygoodeither We presensomeexamplesof thesein Figure3 andshalldiscusshemfurtherbelow.

Table 1 alsoshaws the numberof datapoints (z;, y;) usedin eachregression. The goodfitcolumnsof the tableis
providedto make it easierto notewhich rows satisfy@ > 0.001 andor D <= 0.18. Noteslopegivesan estimateof the
pealednesparameten.
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Figure 2. Examples:the figuresshav two examplesfor which @ is large. The graphsshav (X, Y;) (dots)with the vertical bars
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the magentaarsthe dataexcludeddueto too few datapointsbeingavailablefor thatgroup. The solid greenline shaws thelinearfit,
andtheredline shavs a quadraticfit to the data. NB: the absolutevalueson the x-axis have beendeletedoecausabsolutdink loads
onthenetwork areconsideregroprietaryinformation,however, it is therelative valuethatmattershere,not theabsolutevalue. These
links aresignificantlyloaded but not overloaded.
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network areconsideregroprietaryinformation,however, it is therelative valuethat mattershere,not the absolutevalue. Theselinks
aresignificantlyloaded but not overloaded.

Table1: Quality of alinearfit to the variance/meamelationship.: denoteshe
link (eachdirectionis given separately)In casesvith Q > 0.1 thefit is good,
while where@ > 0.001 thefit is reasonableThe slopeis the slopeof thelinear
fit (in Mbps)andthe x? variablesshav the quality of thefit for thelineary? and
quadraticy? fits. Thefinal columnindicatesthe quality of the fit basedon the
criteria@ > 0.001 andD < 0.18 whereone (two) star(s)meansone (two) of

theseis satified.
directiona directionb

[ Q slope x? X3 N goodfit | Q slope x? X3 N goodfit
1 0.000000 0.078 237.3 149.8 7816 0.338982 0.125 95.0 88.1 7816 *x%
2 0.000000 0.074 221.4 116.4 7737 0.000000 0.125 170.8 170.8 7737 =x
3 | 0.000150 0.084 119.7 1150 7384 «x 0.000000 0.102 172.0 151.6 7384 «x
4 0.000575 0.075 113.7 109.2 4494 x 0.000000 0.096 188.1 171.0 4494
5 0.000002 0.105 159.8 1559 7785 x 0.337541 0.088 72.3 70.7 7785 %
6 | 0.000001 0.104 146.4 131.1 7036 x 0.000000 0.085 1479 99.2 7036

7 0.000001 0.105 149.7 1445 7730 « 0.001058 0.083 1295 1295 7730 *x
8 0.000000 0.101 391.7 309.2 6980 0.000000 0.133 1934 186.4 6980 x
9 0.000000 0.123 511.2 507.6 8038 x 0.000000 0.140 525.7 512.1 8038 x
10 | 0.000000 0.080 170.5 115.2 6964 0.000000 0.118 235.3 199.9 6964 «x
11 | 0.000000 0.124 223.2 221.0 7285 «x 0.000000 0.084 310.8 140.3 7285

12 | 0.155436 0.065 100.3 85.7 7652 *xx 0.000000 0.101 204.8 108.4 7652

13 | 0.001041 0.067 133.3 133.2 7711 *% 0.000000 0.106 175.0 104.3 7711

14 | 0.000000 0.121 223.4 131.4 7520 0.000068 0.106 133.6 955 7520

15 | 0.000022 0.106 145.2 133.1 7586 =« 0.000000 0.114 352.8 1145 7586

16 | 0.000000 0.121 139.0 91.2 7467 0.000000 0.074 582.1 313.6 7467

17 | 0.004553 0.076 118.0 99.4 7175  »x 0.000000 0.118 222.6 123.0 7175

18 | 0.000000 0.125 209.5 157.5 7348 0.000000 0.112 1995 154.7 7348

19 | 0.000000 0.100 838.3 578.6 6389 0.000000 0.066 1276.5 993.1 6389

20 | 0.344248 0.125 39.9 39.0 835 *ok 0.037166 0.051 59.7 57.8 835 *k




Tablel: (continued)

directiona directionb

i Q slope x? X3 N goodfit | Q slope xi X2 N goodfit
22 | 0.000000 0.075 265.8 2125 7160 0.000000 0.042 258.8 223.7 7160 x
23 | 0.000000 0.038 346.1 239.2 6097 0.000000 0.076 302.6 171.8 6097

24 | 0.344248 0.125 39.9 39.0 835 *k 0.037166 0.051 59.7 57.8 835 X«
25 | 0.000000 0.080 276.6 273.0 7468 x 0.000000 0.112 248.3 155.8 7468

26 | 0.000000 0.080 276.6 273.0 7468 x 0.000000 0.112 248.3 155.8 7468

27 | 0.000000 0.121 1945 1535 5091 0.159576 0.069 67.6 64.4 5184 xk
28 | 0.314080 0.071 42.7 37.7 7371 xk 0.000000 0.096 107.6 954 7371 *
29 | 0.000000 0.080 156.2 118.3 6878 0.000001 0.062 130.5 114.7 6878 x
30 | 0.000000 0.087 2815 281.4 7485 «x 0.000000 0.102 357.3 207.8 7485

31 | 0.000000 0.087 2815 2814 7485 x 0.000000 0.102 357.3 207.8 7485

32 | 0.000000 0.071 294.1 286.3 7086 x 0.000000 0.055 285.8 122.0 7086

34 | 0.000000 0.092 129.8 86.7 6901 0.000000 0.070 161.4 1529 6901 «x
35| 0.000004 0.079 30.3 229 7710 0.000079 0.112 1.6 209 7710 =%
36 | 0.025703 0.089 79.6 79.4 7376 % 0.000433 0.084 955 73.9 7376

37 | 0.000002 0.105 1475 147.1 7381 «x 0.000000 0.118 200.6 924 7381

39 | 0.000000 0.080 182.4 178.6 6972 x 0.000443 0.093 121.2 1135 6972 x
40 | 0.015293 0.092 102.7 100.6 6811 *x 0.000001 0.078 148.,5 140.3 6811
41 | 0.000000 0.105 242.0 114.0 6536 0.000000 0.121 173.6 124.6 6647

42 | 0.000000 0.136 170.9 117.1 7267 0.010092 0.132 115.8 114.0 7267 *x
43 | 0.066886 0.142 106.4 715 5989 x 0.000002 0.128 162.3 135.7 5989 x
44 | 0.000000 0.087 257.1 170.4 7518 0.000000 0.075 432.2 1849 7518
45 | 0.000000 0.087 481.3 381.9 7046 0.000000 0.080 384.5 210.1 7046

46 | 0.000000 0.064 391.1 3279 7138 =« 0.000000 0.041 4819 379.3 7138

47 | 0.000000 0.123 225.6 211.1 7092 x 0.000000 0.057 211.2 103.3 7092

48 | 0.000000 0.038 346.1 239.2 6097 0.000000 0.076 302.6 171.8 6097

49 | 0.000000 0.061 191.0 119.8 6665 0.000000 0.041 347.2 219.1 6665
50 | 0.000000 0.059 190.3 1454 6526 0.000000 0.039 313.9 297.3 6526 *
51 | 0.590362 0.081 68.6 685 7188 *x 0.000000 0.079 163.0 153.6 7188 x
52 | 0.000100 0.090 116.2 108.2 6765 x 0.042494 0.082 93.9 91.5 6765 xx

Oneshouldnotbeoverly surprisedhatmary of thedatasetsdo not shov a goodfit to a straightline. Therearemary
reasonsvhy the datawould not shav a goodfit:

1.

Non-stationarityin traffic parametergotherthanthe mean).For instancethe pealedness may changeovertime,
eitherbecauseatrendin customebehaiour or mix, or becausdifferentsetsof customergwith differentactiities)
areactive at differenttimesof day. Note eachchartis basedon morethanl year's worth of data!

. We do not actuallyknow the meanratem(t). The estimateprovidedby onehourly averagesould be thrown out

by a numberof factorssuchasnon-stationarityon finertime scaleghanl hour, or outliersin thedata.

. Transienteventssuchas rerouting (for instancewhena new link is put in the network), DoS attacks,and flash

crowdsmay distortthetraffic behaiiour in unexpectedways.

. Evenon a backbondink it may be possiblethata single,or small groupof sourcesilominatethe traffic.'” This

breaksthe basicassumption®f large numbersof customersheing multiplexed. This canoccur particularly on
lightly loadedlinks, of which therearequite a few.

. Basicproblemswith the SNMP datacanleadto artifactsin thedata.

. Underhighlink loadsthelink mayactasa bottlenecksomeof thetime, forcing TCP congestiorcontrolto kick in.

Thiswill distortthe model,which assumeso feedback.

. Rateincreasesrenot alwaysbecaus®f increasediumbersof sourceseingmultiplexed, but canalsobe because

of increasedn accessatesof customergfor instancemigrationof dial-upcustomergo broadbandiccess)SNMP



datais insufficient to checkthis becausave cannotseeinto the individual flows in the datato seethereasorfor a
traffic increase.

In fact, giventheseproblemsit is amazingthat sucha goodfit to a straightline is obtainedin the numberof caseseen
over sucha large setof data(morethanoneyears worth). We have deliberatelyincludedthe negative casedn orderto
provide perspectie ontheseresults.We shallprovide evidencefor the above reasoningn thefollowing section.

4. DIAGNOSTICS

In ary dataanalysisve needo becarefulthattheresultsarenotartifactsof assumptions ourdataanalysis.Furthermore,
we have suggestedomereasonsabove asto why the datadoesnot alwaysfit the model. This sectionprovidessome
diagnosticdo help assessvhetherwhatwe areseeingis real,andto testthe above assertionsboutwhy the modeldoes
notalwayshold.

4.1. Simple diagnostics

We startwith afew simpleteststo look for systematieffectsin the datawhich shouldnot be there. Figure4 (a) shovs
a simple scatterplot of the estimatedslopeswhere@ > 0.001. We canseethatalthoughtheseare not Gaussianthere
do not appeaito be ary obviousartifactsin the dataset. Figure4 (b) shavs therelationshipbetweenN and(). Thereis
a small negative correlation(-0.28) between) and N. This is entirely dueto thetwo datapointswith N ~ 1000, and
withoutthesepointsthe correlationis smalf* (0.06). It is not surprisingthatthe shorterdatasetsgeta betterfit because
non-stationaritys lesslikely to play arole in shorterdatasets(seebelow).

Figure4 (c) shavs therelationshipbetweerthe averageload on the linkst and@. The correlationcoeficenthereis
0.076,onceagainsmall. Figure4 (c) shavstherelationshippoetweerthe slopeand. Thecorrelationcoeficientis 0.064,
onceagainsmall. Thelack of correlationin thesecaseds a goodsign— it meanghatthe quality of fit wasnot dependent
onthe parametersve areattemptingto fit to.

4.2. Non-stationarity of a

Earlier, we postulatedhatoneof thereasonghatthedatadon't fit a simplelinearplot is non-stationarityin particularin
a. In this casethe simplemodelsuggestedby (2) is not correct,andsothereis no reasorfor our datato fit a straightline.
Thefactthatour modelbreaksdown over a periodof a yearshouldnot be seenasa problem— the mainreasonwe wish
themodelto remainstationaryis to make broadrangingstudiessuchasthis possible If the parameteremainsreasonably
constanevenoverperiodsasshortasadayit couldbeusefulin traffic analysigmary traffic studieshave lessthanaday’s
traffic in any onesggmentof data).

To testthe stationarityof a we shallbreakthe datasetsup into blockseacha monthlong, andcomparethe estimates
of a oneachmonthof dataseparately

To illustratetheresultswe plot the monthly estimatesn Figure5. Thefigure shovs directionsaandb onlink 1. The
circlesshav themonthlyestimateswith theverticallinesgiving confidencentervalsfor the estimatesandthehorizontal
line beingthe overallmean.Thecyandatapointsarethosewith @ < 0.001. We shouldignorethe cyandatapointsbelow,
asthey arebeingconfoundedy otherfactors.

FromTablel we canseethatdirectionb hasgoodlinearfit, while directionb hasapoorlinearfit. Figure5 shovsthat
thevalueof a is quite non-stationaryn thedirection-adata,but almostconsistentvith beingstationaryin directionb.

Oneshouldalsonotethatin the shortermonthlong segmentsof datawe seegoodvaluesof () morefrequently This
is in partbecausever shortertimesthe stationaryapproximations moreaccurateput alsobecauseavith a smallerdata
set,thevarianceof estimatess larger, andhenceallow a “looser” fit.

Thetwo casesbove cannotexplain all of the poorfits in thedata.For instancen link (6b) thefiner grainedestimates
appeatto be stationary but the valueof @ is poor, andthe x? valueshave a large difference.Furthermorelink (9a)has
very few good@ valuesevenon the smallermonthly scale,althoughthe differenceof its x? valuesis small. Therefore,
non-stationarityis but oneof a setof problemsn this analysis.

**We usesmall hereto meanthat the correlationlies inside the region in which 95% of uncorrelateddatawould fall, given by
1.96/+/n wheren is the numberof datapointsavailable( 1.96//n = 0.198 in this case).
ttWe have to erasethe averagdink loadshereasthis datais consideregroprietary
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Figure 4. Diagnostics:notezerovaluesin log scalereplaceddy 2.0e-7.
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4.3. Topologicalinformation

Thereis moreinformationin this datathatwe canexploit to assesthevalidity of alinearmodel.In particularsomelinks
occurin pairs,acrossvhichloadis shared An exampleof sucha pair of links are1 and2 — this pair of links have almost
the sametraffic (particularlyatatime scaleof 5 minutes),exceptduringrarereroutingevents.This is consistentith the
estimatedslopesin eachlink, but not with theestimatedralueof (). In onecaseof thefour thereis avery goodfit. In the
otherthreecaseghereis a poorfit.

Figure6 shavs thetwo links in the outdirection. Thetwo plotsarevery similar, but thatthe seconchasa numberof
outliers. As notedabove the valueof () is quite sensitve to outliers. This addsweightto theideathatanomaliesn the
datacanleadto outlierswhich thenreducethe quality of the fit, asmeasuredy (). However, notethatthe difference
betweerthe x? valuefor thelinearandquadratidit is smallin bothcases.
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Figure 6. An exampleof datafrom a pair of links betweenthe samepair of cities. Link 1 (directionb) is shavn in (a), andlink 2,
directionb is shavn in (b). Note thatthe plots appearvery similar, but not the same althoughthe traffic on the two links is almost
identical,exceptfor rareeventslike rerouting.l particularlink 1 hasa muchhighervalueof Q.

Theresultsof the diagnosticsabove all supportthe model(2) by shoving no confoundingfactors,andby justifying
thereasonghemodelis nota goodfit in someof thedatasets.

5. CONCLUSION

To summarizehefindingsof this paper we useda large amountof SNMP datawhich coveredover 50 backbonejnter-
city links of a Tier 1 ISP, over a periodof morethanoneyear The datastronglysupportghe Norrosmodelgivenin (2)
in which thevarianceof thetraffic is proportionalto the mean.Thereareexceptionswhendataover a verylong periodis
examined(in partdueto non-stationarityover this time period), but evenin morethana year’s worth of data,we found
morethanhalf of thelinks examinedfit themodelwell.

Themainconsequencef theseresultsis anestimateof multiplexing gain. We canestimatehis gainby examiningthe
relative variance asmeasuredby the standardleviation divided by the meanwhichis to saythataslink speedsncrease,
andthe amountof multiplexing increasegthe numberof usersincrease}herelative variancewill decreasén proportion
to theinversesquareroot of themean.

Note though,thatif theincreasen traffic is not dueto increasechumbersof sourcesheing multiplexed, but rather
is dueto anincreasdn sourcerates,suchasmight occurif subscribersare migratedto broadbandiccesdrom dial-up,
thenthereductionin variancemight not occur, andin factthe varianceof traffic could potentiallyincreasedependingn
changesn subscribebehaior.

Thevaluesof the pealednesparameten take therange[0.05, 0.14]with mean0.09(whenthetraffic is measuredn
Mbps). More realisticvaluesof a shouldaid in simulationsof realistictraffic. If the pacletarrivalswereanindependent,



homogeneouPoissormprocesghenthe variancewould be equalto the mean,anda would be 1. Thisis notto saythata
Poissormodelcould not appeato be areasonabl@approximatiorat sometime-scaleput thatthe Poissorapproximation
is not valid at the time scaleof thesemeasurementsA key advantageof self-similar modelsis that they provide a
parsimoneoumodelthatis valid acrossarangeof time scales.
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